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Vishing – a case history 
 
Many of us will have picked up the phone when it has rung to be greeted by a ‘foreign-sounding’ 
voice telling us that ‘they are calling from Microsoft (or some other Internet-related organisation) 
about the problem that there is with your computer……’  Generally, the best plan is to hang up 
straightaway or engage the caller in some meaningless conversation until they hang up in 
frustration!  However, if you happen to be in an ongoing situation with a computer supplier or 
internet service provider (ISP), you may be taken off-guard and believe that the call is genuine and 
that it really is in relation to your ongoing problem.   
 
This happened to one of our village residents recently, and they gave the caller online access to 
their computer in the mistaken belief that this was going to resolve the current problem with the ISP.  
After almost an hour of following instructions from the caller, the ‘repair’ was apparently completed 
and the resident was told to hang-up and then restart the computer.  Things appeared to be 
progressing normally until a data entry box appeared headed – ‘Enter your Windows password’ 
 
Hello! What password is this then?  Never had to enter a password before – why should I need a 
password now?  Try as they might, the resident was unable to bypass this screen so could not get 
access to their PC.  Slowly, it dawned on them that they had fallen prey to a ‘vishing attack’ and that 
they were now locked out of their computer.  They contacted a friend who was familiar with 
problematic PC’s, but try as he might, the friend was unable to bypass the ‘Password’ screen – 
unable to boot into ‘Safe Mode’, unable to do a ‘System Restore’, nothing worked.  They contacted 
their local PC supplier but he was not optimistic about being able to recover the PC and its data.  
Apparently, Microsoft bury an encrypted password within the operating system, which the ‘Vishers’ 
manage to locate and install whilst they have control of your PC.  The chances of being able to 
circumvent this password are vanishingly small. 
 
So, the PC is now back at the shop from where it was purchased.  If their technicians are unable to 
resolve the password issue, the only solution will be to completely re-format the hard disk and re-
install the operating system.  ALL the application software and data which were originally 
transferred from their old PC, or added since, will be DELETED and some software may have to be 
re-purchased to obtain licensed copies. 
 
The moral of this story is: 
 

 NEVER give an unknown telephone caller online control over your PC 
 ALWAYS back-up your important data on a regular basis. 

 
What these ‘Vishers’ hope to gain from this malevolent practice eludes me!  The more devious 
scam is for the ‘Vishers’ to install ‘Ransom-ware’ on your PC, which will lock you out until you cough 
up some money – and even then they may not release your PC.  However, there are often ways to 
resolve this type of problem but they require use of specialised (generally) free software and access 
to a working computer.  
 
You have been warned! 

* * * 
 

For further information about any of this topic or about Neighbourhood Watch, contact: 
David Gresswell – Area Co-ordinator, Flackwell Heath 
(Tel: 525019   e-mail: flackwell-nhwatch@talktalk.net) 

 
Police General & Non-emergency number: 101 

Public Safety Team (Anti-social behaviour): 01494 421087 
Crimestoppers (Anonymous): 0800 555 111 – watch out for a ‘spoof’ Crimestopper site 

Trading Standards (Consumer Direct): 0845 4 04 05 06 
ACTION FRAUD: 0300 123 2040 (http://www.actionfraud.police.uk/) 

The Information Commissioner’s Office: 0303 123 1113 
NHS: 111 

 


