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Identity Crimes: Identity Theft and Identity Fraud 
 

In parallel with the reduction of ‘traditional’ acquisitive crime, our society is seeing a significant 
increase in ‘Identity Crime’ which is often a feature of some of the ‘cons and scams’ already 
reported on.   
 

 Identity theft is the act of obtaining the personal or financial information of a real person 
with the intent of assuming their identity, usually as a means to gain products, services or 
other benefits in their name. 

 

If you are a victim of identity theft, it can lead to fraud that can have a direct impact on your 
personal finances and could also make it difficult for you to obtain loans, credit cards or a 
mortgage until the matter is resolved. 
 

 Identity fraud is the act of deliberately using a stolen or fictitious identity to: 
Obtain credit cards, loans and state benefits. 
Open bank accounts. 
Order goods in your name. 
Take over your existing accounts. 
Take out mobile phone contracts. 
Obtain genuine documents such as passports and driving licences in your name. 

 

The tremendous growth of ‘Social Media’, e.g. Facebook, YouTube, Twitter, Tumblr, Reddit, etc. 
means that a lot of personal and private data is out there in the electronic web of the internet.  It is 
very important to ensure that whenever possible, your ‘Privacy Settings’ are set so that people you 
don’t know cannot obtain personal information about you.  Although people of all ages can be 
victims of Identity Crime, information from CIFAS (the Credit Industry Fraud Avoidance Service) 
would indicate that in 2015, Identity Fraud affecting victims aged 30 and below, increased by 52%, 
and this is the group in society who are the main users of Social Media.  CIFAS data also suggests 
that in 2015, 86% of cases of Identity Theft were carried out online so this is where you need to be 
particularly careful.  Identity Theft will almost invariably lead to Identity Fraud. 
 

Many of us run our lives from a Smart Phone, Tablet or Laptop, so it crucial to ensure that these 
devices have good protection against ‘hacking’ and data theft.  Remember that WiFi hotspots are 
unlikely to be secure, so avoid using them for online banking or shopping where your personal data, 
account details and PIN numbers are potentially at risk. 
 

Identity Theft requires the gathering of information about an individual and then putting all the 
pieces of the jigsaw together to create the fraudulent Identity.  As well as online information, the 
jigsaw can often be supplemented by documentary data from discarded bills, bank and credit card 
statements, government documents, etc. so you need to be careful when disposing of old 
paperwork.  It is a good idea to shred those documents which contain crucial bits of personal data. 
Make sure that the passwords you use for important accounts are as ‘strong’ as possible.  Avoid 
using familiar names, dates and the like. 
 

If you think you have been a victim, contact your bank, phone and card provider, etc. promptly.  
Inform the police or Action Fraud and keep a record of ALL your communications. 
 

*     *     * 
For further information about any of these topics or about Neighbourhood Watch, contact: 

David Gresswell – Area Co-ordinator, Flackwell Heath 
(Tel: 525019   e-mail: flackwell-nhwatch@talktalk.net) 

 
Police General & Non-emergency number: 101 

Public Safety Team (Anti-social behaviour): 01494 421087 
Crimestoppers (Anonymous): 0800 555 111 – watch out for a ‘spoof’ Crimestopper site 

Trading Standards (Consumer Direct): 0345 4 04 05 06 (NEW dialling code) 
ACTION FRAUD: 0300 123 2040 (http://www.actionfraud.police.uk/) 

The Information Commissioner’s Office: 0303 123 1113 
NHS: 111 
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