
Neighbourhood Watch News – March 2017 
 

CYBERCRIME – again! 
 

The last few weeks have reinforced the general view that Cybercrime is rapidly replacing ‘traditional’ 
acquisitive crime, a view apparently shared by the criminal fraternity, as there is less chance of 
getting caught, and penalties are lower!  Several Thames Valley Alerts have reported crimes that 
have used networks of one sort or another to commit fraud.  I have personally received e-mails into 
mail accounts which have NO dealings with banks, credit card companies, Amazon, E-Bay, etc. 
 

On two consecutive days I received e-mails claiming to be from TV Licensing – but from different e-
mail addresses – telling me that I had a TV Licence refund due.  Well this is vey strange, as being 
‘old’ I don’t pay for a TV Licence, so how can there be a refund?   
 

Another mail told me that I had been ‘awarded’ a $50 Amazon Gift Card.  The message itself was 
very brief – in a green typeface – and all the text was hyperlinked to a strange address (revealed 
by ‘hovering the mouse cursor OVER the text – DO NOT CLICK ON IT – the address is 
displayed lower left on your screen.) – ttp://bit.do/daMVU” In particular, the invitation to 
‘Unsubscribe Here’ would have taken me to the same address. 
 

The safest thing that you can do should you receive mail messages of this sort is to DELETE them 
straight away.  If the message appears to be from a known organisation, then you can ‘Forward’ the 
unwanted e-mail as an ‘attachment’ to the organisations anti-phishing department.  You can easily 
find the mail address to use by a simple ‘Google’, eg. ‘report phishing to Barclays’.  It is also 
recommended that you report ‘phishing’ to the police at Action Fraud – see below for details. 
 

Password Security 
 

It is estimated that the ‘average’ internet user probably has about twenty (20) passwords used for 
the various banking, shopping, service, etc. web accounts. Many of these will be relatively simple 
passwords frequently using the same or similar characters.  As a minimum, the password should 
contain UPPER and lower case letters, numbers and symbols.  But how are we supposed to 
remember all these passwords and how secure are they?  We are told that if we write them down 
then we lose any financial protection that may be on offer!  There are now several ‘Password 
Manager’ apps. available, where ALL our passwords are stored in a secure ‘electronic vault’ 
protected by one very strong password, designed to defeat the ‘hackers’.  Your passwords are then 
as ‘safe’ as the security of the Password Manager.  However, this sounds a bit like ‘having all your 
eggs in one basket’, and there is a suggestion that some organisations consider this the same as 
writing down your passwords, which seems a bit draconian to me.   
 

There is a very useful website at ‘cyberaware.gov.uk’ which offers advice about selecting strong 
passwords that will give the ‘hackers’ a headache.  They recommend using three random words – 
but NEVER use words such as family, child’s, pet’s names, birthplace, DOB.  But how do we 
remember these?  There are two main methods – the loci method, where you visualise a familiar 
scene and place the three items that you need to remember at specific places within the scene, and 
the story method, when you create a simple story including the three words you need to remember.  
A third method is to simply type out the three consecutive words repetitively until they are imprinted 
in your memory.  Then destroy any printout!   

 
* * * 

 
For further information about any of these topics or about Neighbourhood Watch, contact: 

David Gresswell – Area Co-ordinator, Flackwell Heath 
(Tel: 525019   e-mail: flackwell-nhwatch@talktalk.net) 

 
Police General & Non-emergency number: 101 

Public Safety Team (Anti-social behaviour): 01494 421087 
Crimestoppers (Anonymous): 0800 555 111  

Trading Standards (Consumer Direct): 0845 4 04 05 06 
Cyberaware – http://cyberaware.gov.uk 

ACTION FRAUD: 0300 123 2040 (http://www.actionfraud.police.uk/) 
The Information Commissioner’s Office: 0303 123 1113 

NHS: 111 
 


